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ONEIDA COUNTY RURAL TELEPHONE
STATEMENT OF COMPANY POLICY

"'/tell referred to ;11 Ihe f.:uitielilll!\ .\l!1 for'" he/ow. "COlllPIlI1Y," "we." or "'1\"
rl~/i.-'n· to lIlIIl indlltle, (11/ employee\', 1I\\'odllll!\. (filiI II;:!!"" (~rOlleitltl C()IIJ'~I' Ruml
Telepholle.

Oneida Cllunl~ Rural Idcphom: (the "Comp,lIly ") halo> II <.luI) hl prnll'ct the
wn lidenl inl. ('llstolllcr Proprit:lary Net \wrk In IlmnHI i(lll ("(. PN I") of our l'ustomcrs.
olh!.:r telecomlllunici.ltions carricrs. and equipmcnt nlanlJl~lClllrCr'i. I her-ernrc. Ihe
li.1l1o\\ing guidelines shall be fl)lhmcd hy all cmploycl's and agl:llIs ol"lhe (\lIllP<LIl):

CPNI is <1Il) inl{'rmatioll lhal n:lah:s to the quantity. technical cOlllig.urution. type.
des!i Ilal iOIl. hlcal ion. and amounl 01" usc (If a lei Ci,,:Olll III un ical ions sen icl' subscri hcd to hy
any customer ora tdccOIlll1111nil:alions l:arrier. and Ihal is rnadr.: availahlr.: In tllr.: ean'icr b}
the Cll<;\(ll11cr soleI) 11) \ inue ot'the l:<lrriCr-CllSlt1I1lCr relationship. (1)Nl al<;o includes
lnli.mnulion cllnwinr.:d in Ihe hilb pertaining to Ihc Idr.:phonr.: cxchangc sr.:n icc or
Idephonr.: 1011 sen it·c rr.:ccin:d h) a cu<;(olllcr Or-I carrier"

Pl'llprielur) inli.lfll1ation Ill" our Clistolllr.:rs. otlH:r IclccOlllllltlllicaliolls carriers. anti
r.:quipl1lcnllllanul:lCturr.:rs is proler.:led h) 1edr.:rall:l\\.

CPNI \\ hieb the COll1pnn~ ohwins from another carricr till' Ihe purpose or
prm idin!; a particular telce(lllll1111nic:l1ions ...en itc lila) hl: llsed onl) Ii.lr thr.:
pnl\ isioll (lrlhal sr.:n il'C'. and ma~ not be used lor all) othcn"isc unrelatcd
IlwrJ...eling ef!i.lrls.

Indi\idLlall~ identifiable ('PNI thai \\1..' llhtaill h~ pnn iding a tclcCOml1lLlnicatillilS
sen icc nw) hc llsed. disl:lnscJ. or rclcused ()II~I' ill thl: circulllstances as scI rorth
illlhe COlllp:Ill)'S CPNI Operating (iuiJclinl:s.

Thl' rclc:lsc uf llll) CPNI h) salt.·s IlUsulllU'lmusl ht., authorized h) :l SUPl""\"ISUr.

The ('01111)4111) lakt.'s scriousl) thl' prott.·ctioll of CHII' clIslumel'S' (,PNI. :IlId in
accClnl:lllc{' \\ illl -t7 CF.R. ~ 6-t.2lJ09 \\ ill h{' suhjccl tn disciplin;ll')' revicw for
viulation of the Ilnlicics sci forlh ahm l' and in the St:ltel1lCnt or C0ll1ll:1ny Polic)" :l1ld
CPNI 0pl'raling I)rocedurcs. Plcasc contact )ClUr supl'r\"i~or ir)oll han' ;tII)

qUl'stion!'o 01' rC(luin' mldition:11 inforlll:ltioll.



Oneida County Rural Telephone
( "\//111I..,- I'fo,.r/dan \,'/11 ",-,( III!orm<ll;m/ (), rating (~lIIddlll<'\ lor btl/,I"I"."·'
ItC\ , ...cd ~ ~] Ot)

Oneida Count) Rural Telephone
STATEMENT OF COMPANY POLICY AND

CI>NI OPERATING GUIDELINES

Whell referred to ill 'he Guide/iul!\ \('1 jim" he/oil', "ComJliIllY.·· "'I'i'... or "11.\,,, refer,' /11

lUlll incllltle\ till employel!\. /1\.\11(';111('\, lIml /1;':/!IIf\ a/O"eidll Cmlll~r Rural Tl.'!(!I"u",e.

I hl.":\c Operating (,uiddincs rdatlllg I(l Customer I'mpriclar~ Nt:I\\tlrk Infi.lmwlion
(""("1'1\1"') arc intended In ensure the l:~ll1lplwncc h~ Oncllia COUIll~ Rur..a1 Ickphol1c (the
"C,"np'lIl~--) \, Ith the Communicaillms \..:1 or 193-4. a... amended. and related regulations
n:ganJing. CP" thai haH~ "cen adop\l:d h~ the I cuero! {"('IlllllUl1ications Commi~~il.lIl

("I ee"). \ct·l\rd1n~h. rmm lime tn lime. these l!lliddIllC'i mal Ch::JlH.!C h,lscd (In chanccs-. _. - -
in thl.' g\l\cming Ia\\ or' C( rcgubtions.

Oncida C{\llllt~ Rural Il.'kpholll".' ha" a dut~ 1(1 protl.'ct Ihl.' C\lnfitlclliial Cu"tolllcr
Pnlrril.'tar~ NCl\\llrk Inll.mll:llillll r-CPNI") tlr our cU"h\lllCr". ntlu:r Il.'lI.'cC'l1lllll111icalions
carril.'r.... and cqlliprnl.'111 111al1Uracllln:rs, IllcR'forl.'. Ihc...e ('PNI Opl.'raling Guidelines
slmll hI.' lillhmctl h) alll.'lIlplo~cc'i ,lnd agcnls orlhe (·()ll1pan).

CP"l1. ilCC(lrJing to redl".''-:'II la\\. is ,Ill) lllli.mnation tlmt rclah;s to the qucllltit). technical
conligur.llioll. I~ pc. lk'stinalinn. IOCiltioll. ami alllount 01 u"c or a Iclccol11llluniCaliom.
"en iL'c subscribed III h) i.1I1~ customer 01 the C()lllpan~. ,1111.1 Ihat i" made iJ\ailahlc 10 the
C<'Illpan~ h~ the CU"'lllll1er "'011.'1) h~ ,irtue 01 the COll1pan~ -Cllslllllll.'r relationship. CPNI
'11so includes infnnnalion contained in the hill ... pcl1ailling hi Ihe tl.'lcpllllllC exchange
"cn il'l..' <'r II.'Iephl1ne toll "en ICC rec\.'i'ed h) a cU'ilomcr (11- Ihl' rOlllpal1~. Ihis t) pc 01'
inli.mnaliull includl.'s !ll.'r'i(llml inli.lrlllilllt\11 ..uch as: Ihl.' tcll.'phonl.' numhers l'alled h) a
Cu..tOl1ll.'T: Ih\.' knglh (,I' phonc culb: and seT\ icl'S purcll;l"l'd h) n cuslomer. "uch as call
wailing.

/'l'tI('ra/ /all' a/'ll nmh'IIII,/all'\ tlola n'/l"Tl'tI 10 (/\ 'cl/\lofller m/OI'/}/lIlioll" lIlIC/
'-wh\lriher/hf i"formlliian.·· 71/{'\l' 0Pl'\ 0/ daw do }/III 111m/\'{' p{'nolla/' illtlh·idlf"/~I··

idemiti"hll'ill/ormafion .Igxrl'gale U"fomer iu/ormaliou i\ tllIla Ilial rdah'\ 10 {/ group
or cUIl'gor\' o/cl/\Iofl/en /ro/11 Irhich illdil'icllta/ClI\lOlIIl'l' idl'Ulilil" IIml dwraCler;\lln
ha\'{' "n'lI n'11101·l'd.H,h,aihcr Ii\f ill/orlllalloll i,\ dt/la \lIdl lI\ \lIh\(Tihl'r I1W}1('\

uddrn \l". ami Idl'phfJl/l' l1I,mll('1"\ I hl' (·"lIIpan.1 " (),'tTul illg (iuiddiul'\ lIeldre" O"~I

tetll'ml rl'glllul;OI1\ Ihal are tlfJl'/kahh'/lI ('/'\/.

1he ('(lmpnn~ ackno" Il'dgc.. Ihnl:
(I) Proprir.:lar) inli.lTIlllltillll or our l:llslillllCI~. Illhl.'r tdec(lllll1luniclIli~l/ls carricr~. ::Iml

equipmr.:nt nWlluli.H:IUI'Cr<; is protl.'cll".'d hy I I.'dcral l:l\\,
(:!) C]lNI \\hich lhe ('ornp'lIl~ ohtains !"rom another carrir.:r Ii)!' the purposc or

pnl\ iding. ;1 particular lc!eC<lI1lIl11Jllil.'alion.. sl.'n icl.' nm) he u"cd on I) I'llI' 11ll.,'
prlH isinl1 or thai "cn icc, .md IlW~ no! hc used for :Ill) other" i"e ullrelated
markcling ctli.lflS.



Oneida County Ilural Telephone
(I/\Wfllt'r I'r"I'rlt"/on \ t"'l ...i/"~ 1,,/orl1l<lfilm OJ It 'rllt111.1: (i /IIt1l'lilln I, I/" r 1/I1'IIIl'cn
Rc\ i"l'd ~ :::!J OlJ

(3) 101.11\ idu~i1I~ identifiahle CP\Jlthal \\1;' ohtain h~ pnl\ idlllg. a IdCCtUnll111nicati(ln~

~Cl"\ ICC Illa~ he u..,ccJ. disd~lscd. or rdrascJ O"~I' in the l'irl:U1l1sli.lI1CCS a, set limh
in tlll'Sl' CPNI Operating (iullJdim.'s.

I he Cllmr'lll~ ...h.. 11 1<lJ...l.' reasonahle ,"cop"lIfe..; 10 disw\t.'r and proh:cl ilgainsl Jlh.'mpts 10

gam un.lUlhoril'cJ accl· ...s ((l CI>'\II. I he ('lll1lpan~ shall rropcrl~ ;:lUlhCl11icntc a customer
prior to disd\l ... lllg. ( PNI hascJ 011 cll"'lt'll1cr-lllili~lIcd IdcphollC contact. online account
accl:s.... \If all in- ... tnrc \ iSII.

The COml):lII~ lakl'" ,,('riousl) Ihe IU"UICCliun of our l.:Uslullll'rs' CPNI, and in
llcconl:lI1Cl' "illt ..7 CFI{ (~..t200l). t'IUllloyt.'..-'s \\ ill he .l.U hjcci In di<\t.·illliIWI)' fcvic\\
for \'ioialiull uf tht.' (lolidt.-'s St.'. furth ht.'feino ElI1lllu~·t.'c.l. shuuld contllct fht.·ir
.l.ulH.'n isol' if tht.'~ h:1\ c :tn~ q ut.'sliuns ur rcquirt.' ..ddition:11 inforl1l:lliull.

IlI1llOfl:.tnt I>t.'finitiun ..
knmllf 1"lorl/1a/;ol1. "Accounl inli.mn:uinn" i'> inllmnatioll lhal I" '-"PI-=cificall)

conne-cled to the CU"IOI11Cr'S '-'Cn il'C rdathlilship \\lIh Ihl: earril:r. lIlcluding such Ihings m.
all ~Iccollnt Ilumhcr llr an~ cnmponlonl Ihl:n..'l,r. Ihl: tclcplll'nc llllmhcr <!<\,>('Ciall:d \\ilh thl:

account. ('r th~ bilr:- anwunt.

Itldn'" 0/ Rcuml An ..aJure..... of rccoru", '\hethcr postal or c1eclnlllic. i~ nil
audre~ ... thatlhe carril.'r has associaled \\ith Ihe eu,>tnllle-r"s ilecounlli.,r at 1L'a,>t)O da~!<o.

('011 f)///lIill"/or/l/lI/irm An) inlllrllHltion thai flI.:rtain'> 10 tile- tral1'>mission of
..pecilic le!l:phl'lll: calls. inclllJing. ll)r outbound calls. thl.· numher (,·al!l:d. :.Ind the time.
IOc~llion. or dllntti()Jl of an~ call and. lllr inhounJ c:lll!<o. the numher from \\ ilh the call \\as
plaeeJ. Ihl.· lime. 101::llio11. ur Juralion 01";\11) l:,,11.

('/I,\101llL'r A cllstonll:r or a ll:!l:colllillul)ic~lli()ns carril:r i.. a pl:rsotl nr
l:lllit) III \\hkh th,,' td,,'cOllllllllnications c~lfI'i ... r is currenll) pnn iJing s,,'nice.

()p/-il1 appmm/ J h... Icrlll "opt-in i1rrnn 31" reler... 1(' a lIlelhod It'r obtaining
I:llstnmer l'on~enl In USI.'. di~t.:ln,>e. \Ir pcrlllll at.:t.:es~ to Ihe CU..hHlll:r'S CPNI. This
apprO\ al mClhud requir"· ... that thl.· carr;l:r ohtain from the- t.:ustOlTler allirmati\C'. express
con'>ent ... lhm ing thl: relllll:~ted CP,\I u..age. Jisd(, ...urc. or acee ..... alkr the cu... llllTler is
pru\ ided appn)priatl: !loti ticatiun \,1' the l:arrier' '> requr.:..t COlhi,>tl:nt \\ ith the requiret11t:nt~

..el fonh in thi .. suhran.

Opt-Ollt appmntl I he tCrln "OPI-Ollt arrnn .11" rd:r'> 10 a Illethod lor
llhtainilll..! ClislOIl1l:r cnllsent tll u....... uisclo:-e. or permit access to the- cllslmner's CP I.
l ndl:f this apprO\<llmcthod. it customcr I'> dl:l:l1lcd to hme e('Il~l:lltcJ to u ...e. disclo!<oure.
(If access to the CliSIOIlll:r'S CI)~I if thl: l:ll'.;lollll:r has faikd to oh.kct Ihl.·r,,·tD \\ithin the
\\ailing 11\:..iod d......crihcd in 6-t.:!OOlHd)( I) ancr the l'llstollll:r is PH'\ ideu appropriate
lloliticatiull orlhc carrier's reqlleslllll'C(lIN:lll C(ln~iSIl:11t \\ilh lhl: rules illlhis suhparl.

,



Oneida Connty Rnr,,1 Telephone
('/lI/OII/Crl'/'(I/JI'i('/II/'1' \"/lnw~ /lllm'fIIflli/!/1 (Jpl'/'ll/ill).!. (;lIIdelilll.'\ lor "./Ilplon'l!.,
R('vi-.cd :! 23 Ol)

li'/e/1!U)//1' 11II1I1"a 01 I"t!('(}n! Ihe trlC'phollc numb,-']' as~m:inlcu \\ith the undcrh illl.!
s(·rvkc. nOi the telephone IllI III her sllppliC'd as a custOl1lcr"s -'col1l:11.:1 information". .. ~

'"alidplu)/f/ ID. 1\ ",alid photo ID" is a g0,crnrncnt·issucd means or
pcrsorwl iJclllilicmion \\ ilh n rhoillgraph such as. orin:r·" licC'l1sc. passport. or
(,:omparahlc II) that is nol c\pircd.

Genenll
Unless n.:quircd h~ la\\ (11" \\ilh the apprO\al orthc CllS((11l1Cr. the Com pan) will onl) lISC.

disclose. or perini! aCl;c.ss to indhiduall) idr.:lllificd ('IINI in its provision or:
(I) file telecommunications :-LT\ icc (wm \\hich the information is <kri\ cd.
(2) Scn icc~ ncecssar) to. or lIs~d in. thc prmisiun (Jr the tclccOmllllll1iC,l1ions

sLT\iec. including. thc rllhli~hing ordircl:IOrics.

I he Com pan) uses CPNI to:
(I) Initiate. rcnder. '"'ill. and wllect Il.lr tclccomnHlnicati(1lls sen ices.
(2) Pro\idc inhollnd markcting.. rcl(:rral. l)r adlllinistl'ati\c SCl"\lces to lhe customcr

for the duration of [he call. if lhc call \\<IS initiated h) Ihe Cllstoillcr and the
eustom!.::r apprmcs ol"lhe COlllrall~·s usc to I1rO\ idc sueh scn icc.

(3) PrO' ide call loca[ion inli.ml1alion concerning th~ user of a cOl11lllcrcial mohile
service in certain spel:ified elllergCl1C) sitUrllions. ifapplicablc.

F::\Cerl ion ..
I he COlllpan~ ll1a~ lISC. <.lisclose. (lr permil access 10 CPNI. \\ilhoLlt cuslomcr apprmal.

onl) as described bdo\\.

I he ("ompan~ ma~ lISC. discltlsc. or perlllit [lCCl'SS [0 CI'NI ll.lf thc purpose of providing
or marketing Si.'r\ icc orrcrings among 1111..' calegorics of sel"\iee (i.c .. local. inlcrexchange.
and ('MRS) 10 \\hich our customer alread) suhscrihes \\iIIHllJICLlSlollh:r apprmal.

If a custOlllcr subscribes hi more Ihan one calegOl) or sCf\'icr.: (lllcrr.:d b) (lUI' Company.
Ihell Ihe COlllpall) llla} share CPNI i.lllHlllg our allilialcd enlitics Ihal provide a service
orrcring 10 IhL' customer.

If a cuslomer uor.:s Jlt)1 suhscribe In more Ihan onr.: nl"fr.:ring or our Company. then Ihe
Compan) \\ill not share Ihal ClislOIIll,'r"S CPNI \\ith its arnlialcs. cxn:pl in accordillll:e
\\i[h Ihr.: OpHllll procr.:dLlres dr.:scribeu belll".

Ihe Compan) mi.l) usc CI'NI. \\ilh~)LJt Clls[omCr apprmaL 10 market scn icr.:s forll1r.:rl)
kllll"l1 as adjulld-to-basic scn ir.:cs. such as. hu[ not limiled tn. speed dialing. computer
provided director) assistancr.:. call 1ll0ni[(1ring. call Iracing. call bl(lr.:king. call return.



Oneida County I~ural Telephone
("//\!flllll"r I'r"l'n,'/li/'I \t'/llllrA If/forma/hili CJI't'rulll/.\!. (,II/ddillt"' fIJI 1~/II'''lIn'.·\

Rc\ i<.ed ::! :!3 OQ

r~pe<lll1ialillg. cillI trading. Cilll \\ailing. caller 1.1>.• c.i11 fl1r\\nrding. and l'crtain C\:ntn:\
features.

Ih..: ('ol1lran~ mJ~ lI!\I,.'. di~c1nsc. or ~rlllil <JCCl· ...... to CPNI. \\ithnul l:lIslnlllCr appw\aL
in its pro\ ision or inside \\ i ri ng il1\liJ IIi-II i~'Il. Illil intcnancc. am.I rcp.m Sl'l'"\ ices.

rhr.: Comran) 11l~1~ abo lise. disclnsr.:. l\r J'l'.:rmit w.:ccss In CP\JI In protect ilS rigills llr
rrorert~. or 10 pmtect uscrs or those sen icc:-. ,lilt! nllll'r carrirr... lrom fraudulenl. ahusi, c.
or llllla\\ flll usc nC or suhscription Ill. such sen kl,.'s.

Noljfkalioll
Prior In ~lll) s\llic.:italioll for Cll~I(lIlH.:r ;Ippnn al. Iht.' (\lll1ran~ \\ ill pnn ide nnlitic<.Ilioll 10
Ihl.: customer or 11lr.: ell~lnll1er'" righl h\ rr.:~lriel lI~e oL di,eln"ure 01'. and '1l'::l.:CS" 1(1 Ihal
CllshlnlCr· ... ('I'NI. lhr.: ClIS1(1Il1t.:r Ilnlilk;llion ..hall pro\idc slIllil:ienl information In
enable the l:u:-.toml'r In mal..e an inlilrillcd decisi(lll as III \\ Ill.-thcr tn I~nllit Ihe Comp;lll)
10 usc. dischlse. or permit alTes.. 10. the customer\' CP I.

I'lle Cnmpan~ \\ill mainlain records (11" IlnlilieatlOI1. "hcthl.'r Mal. \HiuCIl. or c1eetmnic.
li"r at le;'lsl 11111..' \ car.

.\ II \Hittr.:n nOIIl:c'" \\ i11:
(I) Siale thill the CUshll111:r has .1 right. and Ihc ('lllllp<lIl) ha.. a dut). under h:deral

Iil\\. hl pnllcet thl'l:onlidentialit) o!"C·P\JI.
en Specil) Ihr.: t~pes or inrormatillll that l:llllstitllte ('PNI <lIld the "rccilk emitic!!

that \\ill n..'l:l.'i\1.' the ('PNI. lk..crib.... thl' purp0'les fiJI' \\hich ("1'1\1 \\il1 he lIsed.
and llll"nrm thl.' cuslomer of his or her right ttl Jisappn'\c tho..e lISCS. and Jcn~ or
\\ ilhJra\\ aeees'" to CPNI al all~ time.

(3) Ad\ isr.: Ihl.' CU:-.hlllll.'r ol"thl.' preci ....... SIl.'PS Ihl.' cuslomer Illllsllal..c in order 10 grant
or dell) Ul:CCS~ to CPNI. and musl ckarl) state thaI a denial or approval \\ ill not
alleel [hI..' pnl\ ision or '1Il) ..en ie,,'s 10 \\ hkh the l:ustolller ..uhsr.:rihes. 1100\e\l..'L
Ih!..' ('omp,lll) rna) prm ide a hriel" ~talcmenL in l'1!..'ar and neulral ll.1ngllagc.
dc.scribing conscqul..'nccs din,:cII) resulting from the lack of ael:e.... to ('I) I.

(of) 131.' l:Omprdlen..ihlc and ow"t not !X. mi .. leading.

If \Hiu,,'n nOl1licallon i.. prtl\ ided. Ihe Ilntlee must hi..' cll'arl) Icgihk. ll"'" "llilicicntl~ large
I) pc. and he placed in all area so a.. In he rcadil) app<.Jn:nllo a cmhlllll..'r.

"I he Compan) m,l) ..tate in the Ilolilil'atl\lllthalth\,.· customer's appn" ,II ltl llS\'" ep'l nm~

enhance the l:arrier" .. ahilil) to offer pnxlul:t.. and sen icc.. tailllfed to Ihl.' ClI,-;IOI11Cr's
Ill'eds. I hl' Carrier al ...n nm~ stull: in Ihe Il~llilicatilm thilt il mil) he l..'olllpl..'lIeo to disclose
(1)"J!to all~ pcrsll!1 up<ln allimlati\e \\ rillcll rl..'lju!..'sl 0) Ihe- customer.

I he CarriL'r ma) IHlt include in the notiliealion <In) ..lalcllll..'lll attclllptlllg III r.:nwuragc a
custoll1r.:r In rrl..'l:/e third-part) accl..' ...... tll CPNI.
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Oneid" County I{u",l Telephone
( 1/\'""" 'f I'rtll'ridlll I \ ,"/ II flr~ Ill/ormal It1/1 ( )/ 't'r,,' iJlf.:. (, II/"d/ll~" /or f.lllf'/" ..<:....1
Ih~\I'-Cd ~ ~J 09

I he Il(ltilicalion 111US' ... lalc tilnl an~ arrn1\<lI. or tll'liial Ill" apprO' <II. for 11ll.: U\C of ('I)

outside Ill" the sen icl." to \\hieb the clistomer alrc;:II..I) uh...crihcs from the Com pan) ."
\<.llid lllllillhl.' Cllstl\lllCr allirmali\d) r~\okc, or limih uch appn1\<JI \lrtknial.

Ihe ('ol1lpal1y"~ s{)licitatinn lor ap])I'(\\<l1 musl hI.' pro\illli.ltc 10 thl' rHllilicmion of ,1
Cushlll1cr', CPNI rights.

('u,tonH'I' ApprO\:.tl roru .. (' orCII'l1
Olll.'ida Cuunt) Rural Ic1cphonl.' llnc... 1101 gi\\..' CPI\i I Itl all) third panIcs c\.ccpt a...
JisclIs<;;ct! helm\. f\ll third part) is l:\cr gi\Cn Jl·l·l.' ...... \u (lUl' l:USll1I11CP.\· proprictar)
llCI\\nrk llll\mnatioll fi.,l' the purpo"'c ol·mar"'eting. ()neida ('(\lml~ Rural Ielephone docs
110t inJlmh: calls 10 cu...hlllll.... rs ft\r Ihe purpo...e or ...alc~ or 1ll'-1I1eling.

Onei,Ii.l Count~ Rural Iclephol1c currellll~ uses Ihe opt-ollllllelhod rorohl:.lining appnl\al
Itl lise ('PNI. ("u~hlrncr... arc Ilolilied hl-al1l1l1all~ or their right 10 appnn e (lr dell) lise of
their ('PNI. I he l:{)llh:nl:-. of each notiticalion l:ompl) \\ilh Ihe standards described
ahcm:. I Ill' llotiliealinns ddinl' Ihe applieublt: \\ailing period llx a I\.::-.ponse berilre
apprmal i... aSSlllll"':U. \l'ter mailing. Ihe CUlllpan) \\<Iils "~()-da)s (or in its discrcti(ln'l
longer period (11' time) alier gh illg eu ... !tllllcrs such notll:C and an oppol'lunit) to Opt-out
l)t.'ti..lrc a......uming custmncr appro\ al to USI..'. dischlse. M rx.'nnit :.1(."(I..·ss III Cil I. Ihe
\\aiting period hegins 10 rUIl on the third ua) t{lllo\\ing the date that tilt' notilicatiol1 \\as
mailed.

Jhe Cnmp.m~ Ill:!) u...e Opt-nut appnl\al to ohl'lin a L·u ... tomer· ... con"'cnl In share ('1)1"1
among Ihe C(lmp:I1l)'s affiliate....

ACC(lllllt-> for cuslnl1lers \\ho choosl: I\l (.len) :Icn.'s ... to Iheir CI'NI arc marked as '-("PNI
Ih:... lri!.:led". II' a cu... tomer has Ill'C\ inllsl) denied liSt' ill' CPNI :l1ld initiates a call I\l the
('ilm P'-II1). olle-ti 11ll' cu... tomer autlHlri lal ion I{lr lise or l' PN I is obtained \ erhall ~ rmm the
cu<;;IOI111.:r .11 thaI lim!.:. I he C(lmpan) notilies the customer that (heir \\-aher tlrthe CPNI
requirellll,,'llts is Itlr the uurati(ll1 ol'lhe call onl~. 'Ihe Ctllllt:nts nf an~ such notilicati(ln
lllu<;;1 Will pi) \\ith till' r...:quirellll"llts the 1\olilic'llion S...:clion <Ibn\...:, e\Cepl tll.lt the
Cnlllpan~ rna) omil i.lll~ of the 11,.)llIm ing nnlicc prO' is ions if I1Cll rdl'\ ani to the lil11lleJ
lise for \\hieh the ('(lmpan) scc"'s CPNI:

I Ihc COlT1pan~ need 1101 au\ ise l:lIS((llller, that if IIh:~ h'l\ e opted-out
prl:\ illu,I~. no action i... needed III mailllain Ihe Opt-out election:
If the <,'oll1pan~'s limitcd ('1''11 usag.e \\ill not rl..' ...ull in IN' h~. or ubdosure
to. an alliliate llr third part~. lhcn the ('ompan~ nced 110t ath i...c custllmcrs Ihat
Jhe ('nlllpan) ll1a~ share their CPNI \\ith the C01llpat1)'s alliliates or third
partie... and llced nlll name th()sc cntitie:-..
rhe ('ompall~ need mll di"c1ilse thl' means h~ \\ hich a Cl1 ... tnll1cr can dCIl) or
\\ithdr:l\\ future aeee...... to CP\JI. but the ('(ll1lpan~ 1llust then explain to
custlllllcr... thatlhl,,' SI:0PC (lfthl..' apprO\althc COIllP~Ill) secks is limiled to on...:
time usc: and



Oncid" Coun~ Rur,,1 Tclcphonc
( I/lff/fII,'r /'''''I'r;, 'tOI \ \ .'111 o/'A IlIf"rm<l'"m ()/' 'r<1/1111:, (;mddm<' \ /'" 1.1II/,1"I"('t' \

Re\ I"'-'d ::! ::! 1 01'

~ Iflh.: Cl,lmlXlIl) wl11111unicat.: ... ckarl~ that thl,'cushllllcrcan dl,,'l1~ <lCC':"'lo his
CP~lli)r the eill!. then the COl1lr"l1~ 11M) omll Ji do~urc or Ihe pn:ci..,c sleps
a customer III ""'" ta"'c in llH.kr to grunt Ilf dell) ..1I.:CI,.· il) CP I.

Whik a customer l11a~ (ll"all) <l]lPl"O\C ('PNI w..agc. the COl1lran~ has lhl.: burden of
dcl11on~lralillg such appnn,lI has been ghcn. When Ihis ol1c~LilllC <Iulhori/<ltioll is
(lhlaincu li'om a cu ....!Omcr. a memo is pUI on their aCCOUll!. 1\kl1H1" n:nwin on a
ClISI(lIllt.:r's accl1lJllI pcrnwllcntl).

Appro".1 nr disapprmallo lise. Ji ..du..c. or pennil .Ieee.... In a l:llstomcr" .. ('IINI obtained
h) the ('ompan) InU'" n:nmin in cfli:ct 11l1liltht.: cll ..hlll1er 1"1.'\ Ilke" or limit ......uch apprcl\al
or di",appro\ al.

Record", Ill' ,appro\ ill-. hl us.... ('llN I. \\ h....lher ora I. \\ rilll'n. \lr eleclronic. ar.... maintai ned for
:.II le<lst l'Ile ~ car.

elll I}l·t:lillnquit'ics
Ih.... ('nmpall~ \\ill di ...c")se call detail inhmnation* to:l custom .... r (a p.... rson li ... ted on th....

account) onl~ in nn.... ur Ihe 1<11111\\ ing ... illlation",:
I. I il .... cU ...h'lller i", ~lhle III pnl\ ide til .... call d.... tail inllmnatlon \\ilhout <l:.sistanee.

Ihe clIshll11er must pro\ ide Ihl.' llullllX'r called. Ihe dille or the t:all. the tim .... oflhc
cull. ulld Ihe duration of the call. If thc~ pm\ ide all or Ihese item... \\e ma~

di",cu ... ", th .... call delail infnrmi1tilln prll\ idt:d h~ the cu",lnmer.
, Ihe euslomer pro\ ide:. Ihe annum pa",s\\ord.
_"'. I he cushlflll:r i... tln- ... ite. and pnn ide... a \alid photo ID. matt:hing the nallle on the

..lcenUllI.
-to \\ .... t:an call1hl' eu",tOl1lcr had at th 11.'lepholle numher \)1' record.
5. We can mail Ihl' informalillll to Ih addr....s:- of r....cord. We l'an also e·mail IIll'

inlilrnHitioll tn Ih.... e-mail addr.... ss ol"r........ord. ifont: exists atlhc timc llrthe inquir).
t\n~ address ~lrrec(1rd must be ....stahlishcd 1<l!'",O dlt)s prillr tllthe inquir).

*Call detail inhmnatinll Illr II\Cal calls is (111) pnn aded \\ith a SUh(""k.'ena.

ESI:lhli.. hmcnt of Account I':,,,"s\\onb
Beillre eSlahli ...hing :'In at:Cl1unl pass\\11rd. the cushlm.... r sen ie.... rcprcsclltati\ e must \ crif)
thai h.... sil .... is Spt:.l"'lllg \\ith a person I....ted on the aect'UllI. \\itl1'1ul the lise of rcadil)
<l\ailahle hil1graphical infonnalion or aCl:llUllt inllmllation. u..ing olle or the: lollo\\ing
methods:

1 Ihe: I:ll",lnlllcr is nn-sit ..... and prm id~~ :J \ alid phl\to 11). matching Ihe name on lllc
ael:~)lllll.

2. We can call the Cllslnnu.'r h,Kk al the td~pllDnl.: numher {jfrcenrd,
ACC<llmt pass\\ords 1l111:-.t h'" het\\cell si, and eight dlaraclcr... I:onwin :.lIlcast nne numh!.:r
and Olle ",pccial s~ mh~ll. I'a<;s\\llrds arc IH\I easc sl:n"ilh e



Oneida County Rural Telephone
(IIHmll."r l'rfll'I"It"/<ln \ ,"f11 (jr~ 11I1"rm.//'''/I ('I ,.:rol'"~ (, lIid, ,Jill. '\ lor f.III/,'",('n
Rc\ i<.cd ~ 2J Ill)

II' ~l cUloitomcr calls and hns hlrgnllcil their .Jrc\lunl pa...s\\onJ. thl.' customer sen ICC

....::prcscnt:Hi\c lllust \cnt~ Iha1 he ... he is speaking \\lIh a I"h:rSllll li!'lcd nn the nccounl.
,\ itholll the lise of fca(lll) :1\ ailahlc hi\'graphical inforJllatioll (11" aCl:Olllll intilfmatioll.
lIsing Cllll' ofthL'lllll(ming Im::lhIKls:

I. I he Cu-.10111cr is on-sill::. anti pnn ides" \<llltl photo 11). matching the namc on the
aCCOlllll. rhCl1 \\1.: must cn:.atl' a ne'\ pi.l,>:-.\\ord.

, \\1.: C:ll1 callthc CushHllcr hit,,:!.. <llihe 1l:lL-phnnc Ilumhcr of record and create a Ill:\\
pass\\\,rd.

,). We call1l1'.lil a Ill''' pass\\ord In the addn......... or n.:c\mJ

Onlinl' Al'l'Clunl Access
Customl.:r\ or Oneida ('OUIll~ Rural I dephollc h;l\ L' lhe ~1plilm nf \ ic\\ ing and pa) ing
their hill<; online. '\(1 al:l:ount c1wngL'\ l:an he made onlinc. ('u~tomer\ mu~t call the
Bu~ines~ Olliee 10 crcatc an onlinl' account. Bdi.m: crcallng thL' aCCOUllt. Ihc ClI~lnlllcr

"cf\icc repre",cnlilti\c IlHI"'1 \cril) thaI hc shc i......pca"'ing \\ilh a pcrS(lIl li~ted nil Ihc
account. \\ ithout the u~c nt" n:adil) :1\ 'Iilahlc hingraplul:JI in!i.1ml<lIil)Jl or acwunt
ill t"nnn;t1 ion. 1I3i Ilg onc llf Ihc 1i.11 hm ing Illcthoc.h:

I. I he eu"toll1cr i~ (In-sitc. and pnn idc~ a "did photo 11). matching thc name 011 thl,.·
aCC~\llll[.

1 We call call the customer had. :ltlhc telephone numhcr or rccord.
3. Ihe cu... tolHer pn1\ ide ... the i1Cl:Olllll pass\\l)rd.

Aftcr authl·nticatloll. the customer l11U...1 pro\ idc an c-l1lad ;.lddrcss. is thcn a...... igncd a
u!'tcmamc. ilild iI random p;.l,,\\\ord i... crc:lh:d 0) thc ...)stCIll. I hc paSS\\(1rJ IS e·maih:d to
thc e-mail JdJress prO' ided o~ the customer. \licr Ihc cll"lol11er logs onlo Ihe \\ch"ile.
the l·u ....Olllcr 1m" the (\rli~\n III change Iheir p:l ...... \\l)rd. If a l.'ustOl1ll.'r f{)rgeb thl.'ir
pas... \\ord. thc) call clle\.. on the ;lpproprialc lin'" on Ihe \\eh... itc. and a Ile\\ s)stern
gCllL'ratL'u pass\\onl \\ill hL' c-mailcd II' thL' c-mail aJdn.·ss (,I' n:cord associalL'd \\ ilh the

aCCOllllt.

1\11I:r fi\e lIn...ueeessllll <llll'ltlph to lug inll1 an onlilll' account. onlinL' aec~s" is blod~d

and thl,.· Cu<;hll1lCr mu ...t call or Ctllll~ into the Bll~ines~ Oflice. rhe cll<,,(omer <;1.'1"l icc
represcntati\c l11usl \eril~ that he ...he is ...pca"'ing \\ith a pcr...\'Il lisled on thc account
U~illg one of thl' melhod... li"led aom c. ,\ ncr auth~nlic<lli\m. thc custol1l~r lIll....t c:;;tahli ...h
a nc\\ pa...... \\Mc.1. \\hidl \\ill he e-maileJ 10 thl.' I.'·mail addrc"s of rccord that has ht:~ll

c1kcli\ c IllT at leasl :\0 da~ ... ,

I\rter authentication. thL' customer rcqlll'sl is pnll.'esseJ. and a llotilicati{'l1 i.. selll 10 the
cusl(llllcr pursU<lIlIIO till' "Notice to CU"'I()llll·r~ Ill' I\cC\IUnl Changes" "eel ion helm\.

E-mailcd Hill ...
Cu~tomcr-. of Oneida (OUl1t~ Rural Idcrhonc h;.l\~ the (lplioll llf hal ing their hills 1.'

mailed to thel11. CusttlmCrs I1lU"t call Ihl.' BUSllll,.'S... Ollice III ...cl ur Ihi ... lcature. I he

7



Oneid" County Rur"i Telephoue
( '/II//lfl/<'r "'''I>rl''/fln \,"/lIlIr4 IlIlorm<llitm (i''''Tilfill~ (.lIIddll/n to/ f.III"/III"'<'\
Rl'\ i<'t:d :! :!.'i 01)

cu... tomcf sen il"c rcprC"Clllali\l: mll'.t \ cril~ llml he she is srxu}..lIlg \\ 1111 a person li~h..d
~ln the account. \\ ilhmlt the u... r.: of rl.'~uJil~ ,1\ ailahlc hiogr.lphical inh.ml13tioll or aCl:ounl
inli,)mlat iOIl. u"i ng one (If the Il)1 Itm ing 1111.:111\xl,,:

I. I he cu...IOlllcr is on-site. Jilt! pftn ide ... OJ \ alid photll II). malciling Ihl." IKlme llll the
an:lHlnt.

J.
\\ c can c;tllth..: ClI';(omcr had allhl' telephone Ilumhcr oj" rCCtlrJ
Ihe Cu... l(llllCr prO' ides the aCC\lUIlI pa",s\\(lrd.

Alicr authcnticatillll. the cu... tolllcr n:qlll:sl is Jlfllccssl'd. and a Iwtilicatioll is ....elll 10 the
l'lIslollll.;r pur<.,ll<lIl1 h l the "No! il:c [0 <. 'tlslOIl1Crs llr ACCI'Ulll Changes" ,>eel ion helm\.

Addrc"'" Ch;lIlgl''''. po!'t:tl or ('-mail
When Cllstlllll~rS l:all the Business Office or collle in and n,'lIue...1 an address change
(eilher postal addr~ss or ~·nwil address). Ih~ l'lI"lOlll~r scr. iCl: repreSCnl<lli\c IllU!:tt \l'ri(,
that h~ shc is s~a\..ing ,,,itll a pcr...on listed \1Il the aC((lUlll. \\ithollt the lise uf remlil)
.1\ ailabk hltlgraphical lllli.mnatioll llr accoullt inlimllati(lIl. using onc or Ihe lilUll\\ ing
methods:

1. ., h~ CUS1\lIllCr is on-silC'. ilnd pn1\ ides a \alid phl1to II). matching the name on till.'
account.

""l \\ CCil1l Cillllhc customer bac\.. ..1t the lekphonl' numhcr \lfreomJ.
3. I he cUS!lll11er prll\ ides Ihe m:cllunl pas.mord.

\fter authenticatiun, thl' t'ushllnl'r rl'lIl1cst I... rroees...cd. and a nutitil:atiol1 is Sl:nt 10 the
cUsl(llller pursuanl to th~ "'\llticl: t(l Customl:r.. of '\l'count Change..·· ...ecli'lll helll\\.

Hillin!?lntluirics
Whl'l1 cuslol1li.,'rs call the Bu.. iness ornce or comc in \\illl hilling illtluin:..,. the customer
scr.ice rcprcSl:l1lt1li\c l11usl \cril~ Ilml hl'lshl' i... "pca\..ing \\ilh a per"Ol1 listed 011 the
account. \\ithnllt thc USl' of rcadil~ 'l\ailllhie hil'graphical information Ilr account
inlormatioll. u",ing Olle of the Ii.lllll\\ ing llll:lhllUS:

-I. I hI.' cUshltller i.. on·..ilc. and prm idcs a \ alid pholo ID, matching Ille nalnl' on the
account.

5. \\ e can eallthc eUShll1ler bad <ltthc tekphol1c numlx:r 01 n,'wrd.
6. I hc cu...IOnler pm\ ides thc account rass\\ord.

Olher Customer ~{'n icc Inquiric,
Other than the insl..llIccs detailed alxnc. \\hell it call i..; fl'cci\cu or a pcrson come'" into
Ihe ollice. \\C \cril~ lhat \\t' arc ...pcal-.lllg \\ith the customer listcd {111 th~ i.1CCount hcli.lr~

al1'mcring an~ ljucsti('Ils rcgarding the 'll"C(lUllt (lr ma"ing all~ changes III Ihe account
(lither lImn changes listed arnnc). loll!" residclltial aCClHllltS. elllplll~cC~ arc nnl~

authori/cu In gill' informalioll to thc account holtkr (not a conwct). lor husincss
accounts. t'mpln~ccs arc olll~ authori/cd tll gill' inlllfJnatiol1 to the l'(lnlact pe~on listed
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Oncid" Counl) RlIr,,1 TclcllhllllC
(/I\Im","r I'r"l'riefun \\'/uo,4 /1I/orll/"';"1/ ()/ TtlllII~ (l/11ddmn ,",- 1-111/,1,,1 en
RC\l~rJ ~ ::!3 01)

1\htrl..Cfing
OIlt:id.1 COlll1l~ Rural It.·krhon~ d\\~" nOl initiale Gill ... In customers Itlf the purpose of
sak" \lr mar\..cting. Our marketing i... m'linl) limllcd 10 hill illsat<. and nc\\spapcr
adn~rlising_ although suhscriber lisl inhlfllhtlion l1la~ also be llsed In m;lil special orrers
\0 om custolllers.

N(l third parI) is e\er gi\cn ill':CC"S I{l \lur cll ... IOlTll'rs· propriClar) I1CI\"nr\.. inli.lnnation for
[he purro",c ormar"cling.

Oncidn Count) Ruml Idcrhonc tloc.. not u..;c [(l\:ul Sl....'lCl· CIl"1 10 Ifad customl:'"
cnlb. citlh:r 10 c('mpclih1~ or an) Nher number.

Ihe COJ1lpan) \\ ill m:lllllJin records 01 all murJ..cting c.unp<.ligns \\hit-h usc ell I. Such
rccorJs \\ill include a d....scriplion (11" Ih ampaign. Ihe "IJCcilic CPII,JI u"....d in Ihe
cmnpuign. and \\ hal products and "en icc \\er.... {l11cr d i1~ a part of Ill .... cilmpaign. Ihe
<:lll1lp;ln~ shall r.... lam Ih.... r....cord~ 11.11' a 1ll1llimum of (In ~ ....ar.

I h <:()ll1pan~ ha:- ....stahlished a sup.... n isor~ rc\ ic\\ prot· .... s.. r.... garding wl1lplil.llH.: .... \\ ilh
th CPNI rules fnr (lulhound marl-cling sillli.lIinllS and maintain r....cords 01' c{lmpliancr.: for
a minillllllll period (11· (llll..· )ear. Sulc.. pl..·r'{lnnclltllhl nhlain "up<"nisor) apprmal Orall)
pn1Jlosed nlilholintl mark .... ling r('que...1 1\11' eu ... lom .... r apprm al.

eoUcelion ...
Om.'ida Count~ Ruml I dcphonc milial...... con lac I "ith Cll,lnll1ers ror cnllt.:Clioll or unpaitl
past tlue charges. Implo)e.... ' <Ire nnl~ remlitled 10 ... peal.. "ith Ih aCC(lunt hold.... r
rcgardll1g th.... unpaid balalw.... or an~ p\l~sihk· tli"colltinuancl' 01 s.... n ic \Vh.... n Icm illg .1
Illessage li]r the al.:l.:oulli hold....r. cmplo)c...... arr.: (lnl) pcrmiucd In a " thai lhe aCC{lunl
h(lldr.:r r.... lurn 111.... call 10 Oneida COUlll) Rural 1r.:lcplulIlr.:.

\\ h....n Ihe COlllpan~ is lln:lblc III collcCI a pasl tlu .... halancr.:. Ihe cuslomer's aCCClllllt is
tUnled 0' .... 1' to" third p.lrI) coIlCCli(l11 ag.... nc). hnph1)er.:s ar.... pamitled In ghe this thirJ
pan~ Ihe cuslomer's name. addr....ss. IclcphlHl.... IlUIlllx'r. 'iClCial 'ecunl~ number (ir
kl1lmn). anti :.umlllnt o\\ed. Copie!'\ l,f CUS((lnu:r hills ar.... nol gi\cn 10 the I.:OlleCli('Il
agel1c~

,Join I \·cntun'/('ontntcfur..
Th.... C()lllp'lll~ IllU'it nhlain n.plicil appro\ al fmlll a Cu...lllillcr hell)r.... disclosing ePNI to
joint \clllure parln rs or independenl contfllchlrs. Oneida (\'ll1ll~ Rural Iclephollc d(lCS
llot disl'!(ls.... l.:u!'\lom r CPNI to Clllllral.:lOfs or joinl \ .... nlur.... partllers.

III



Oneida County Rural Telephnne
( /1\111I1/.'r /'rlll'rt, "/III"\" \ l'f"'''''~ 111/0r/1/lI/lfl/l ( }/'l rtlt iI/X (, IItd"ftile- 101 1.1IIf'/'II, ',' \
RC\'i .....:d:! :'3 Oil

Othl'r Curriers
CUSll)J11Cr-; (If ()l1~lda COllnt~ Rum I I dl..'pht.\l1c I1W: also sllhsl:ri~ In long distanc....
..con il:.... :-. prm ilkd h~ nther ....arrier-. Ililt .l!liJialcd \\ ilh ()m:iJ'1 Cnunl~ Rural rdcphollc.
We \cril) (he accurac: of the cu...loll1cr information contained In PK change requests
and porting rcquc"ls ht:fon: m:lh.lllg change... in our S,\ itch Oneida Count\ Rural
Idcphollc dll....... Ill1( share an~ ep'.,;l \\ith thcsc carrir.:rs. I he mli.mll,ui(lT1 senl "'0 us is
gh en In the {llhl..'r carner h~ the cu"loml.:r.

Oneida Count\ Rural Idcphol1c lipc" nol wnlacl the l:uslomcr aliL'r rccr.:i\ in!.! a ch'll1l..!.c. - -
n..:qucsi fr01ll anOlI1(:r currier. C;"'CL'pt I{HO hi 11 lI1g and colkclilll1 pllrp(l~C~,

L'l\\ Enfureement
ClJ~tol1ler in!i.mn:.tti(ll1 ll1a~ he pro\ ided In I~I\\ cllfnn:cll1cnl agcllt.'les Ihal prc'l\itlc a
suhpoena Ii.lf Ihe information.

Tnlinin~

[;mplo)ces of ()ncida ('nllnt~ Rural lelepl1(lIle an,,'trained hl proieci ('I)NI \crball) and
\\ith \\ritten prnccJlIres, \11 prnceJurc... ill\ohe (lnl~ an ... \\cnng que~lions incoming
fnlfll cll...l(lJncr~_ nOI ma"'ing ...alcs or mar"'cllll!,! calls In cusl(1Il1C..... Ihere arc no JUlies
requiring or ;Il1lhori/ing clllpl(l~cCS tn call CU<;I"I1lCfS Illr mar"'eting pUTp<lse<;: joh
descriplilln... Illr custolller ~cf\ice repre...cllt:.lti\cs lllll~ int.'lude ans\\cflng questions fnllll
ell... llllller.... I Illphl~t,.'C:-' <lrt,.' trained 1(1 allthelltlt.'atc cu... tomer:-. a... de<;cri~d in these
guiddine~,

Oneida CUlillt) Rural Iclephonc's cu ... tolllcr ... t,.'f\ ie,,' repn:~l'nta\l\ l'~ haw l'ach heen \\ ilh
our compall) al lea ...1 t()lIf ) e:lr~, ... ,)me \\ ilh ()\ er Ii licen ~ L'ars - t,.'\pcriencc, !\ II or l!lt.'se
t.'lllplo)ces art.' a\"art.' (lrillc COlllp'lIl)·S p(llieit,.'s,

Disciplinar) 1).'OCCl;l;

I mplo)ccs \\ho \iol<ltc Illc Cnmp~ln~ 's CI'NI guideline... arc tir'a ghcll a \crhal \\tlming,
A second Clllcn<;e results in a \\rilh.:n \\arning fnllll 'Iunwn Resources, A third ollcn<;c
results in suspension or tenninati'lIl.

r-.oticc of l U<lIIthuri,lf:d 1)j-,c1o,,"u n,' of ep'd

\s ...noll a!\ praclicahle. nn in no t:\Cllllatt:f lhan ... t:\en (7) bll",ine,,,, da) .... alier reasonahlc
detcnllill<lll\lll or the hrt,.'ach. Ihe Cump~lIl~ \\i11 ckclmnicall) nOlil:\ thc l 'nited Siaies
Secrel Sen ice ("l'SSS·') and Ihl' I'l'deral Bun.:nu of In\C ... tigatil1n ("I BI") through .1

cCllIral reportlllg li.lcilil), Ihe intcmci lill'" to the reporting lacilil~ Ihal ...hall ~ used h)
the COlllpnn~ shalll~ that mnintnin,,"d h) Ihl' IT( alllllp: 11'11'11 la,p.Ol' I'll qmi.
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Oneid,. Coun!) Rural Telephone
e11\/01//,", I'rtl/orl.'I,ln \.·'\nw~ III/"rnlol/l"" Of r<llill.l (/III".-!IIICI lor f./IIf'III! t'n
Rc\ '\l'd :! :!J fill

"'om ithSli.llldlllg an~ "lall.' 1•.1\\ to thl.' t.:olllrar~. the (-l'J1lpall~ "hall 1101 n(llil~ CllsUm,crs or
Jisdosl.' till' hrcach 10 11ll.' Jluhlic until ...e\en (7) full llllsincss da~s haH passed nlkr
nOlilicatioll III the llSSS and thl' I-III o,;,,\ccpt if lht.: l'1lIl1p:1I1) hdic\cs that there is an
c"'lraorJinaril~ urgcllI Ill'CO to n(Hil) all~ cia...... llf .,fleeted cu...lnl11crs sooner than the
sc\cn (7) husincss lhl~s prodded 11.,1'. ill order III ,l\oiJ immediate and irn:p:lrahlc harm.
the Comp'lll) ...hall "0 indicate in it-; lllHiJicalion and lila) prm:ccu 10 immcdiatel) nOlil~

ih "Heeled CUsl('IllCrs \ml) ..,ftcr l'(llbullatit'O \\ ilh tht.: rd l'\ ant im l..'stigating. agCllq. 11l\..·
Compall) ~hall t.:ooperah: \\ilh the n:h..·\anl lll\C"'lIgaling agenc)\ re4uI."sl 10 minimi/e
an~ ad\\..·rs\..·l'Ikcls \\1 such Clislullll."r nOUriC.lllon.

If Iht.: rdl."\alll ill\csligallng ngl."llq tll."Il."rlllincs Ihal public disclosllrl." or nOlic\.' h1
cllsloml."rs \\uuld impcdl' (ll' comproll1isl." an ongoing or pOlcnli,t1 criminal ill\csligalion or
n.lliOllal sccul'it). such agl."l1c) lila) din,:t:t Ihl." Com pan) iloilo so disclosc or notil) 1(11' an
initial period of lip 10:W <la) .... Such I'~:rill<l l11a~ he c:\lcn(k'd b) Ihe agcnc) as rcasl'l1apl)
llecessan in Ihl." judumcllt (If Ihe a!!ellC\. II' such direction is !!i\Cn. Ihe ill!enC\ ~h:lll. . - .. . ~.. .
nll111~ the COmpil1l) \\111.."11 it appcar\ Ihal public Ji ...c1l\Sllre or Imlil:c III alli:l·ll."d customer...
\\111 no hmger impedl." or Clmlpr\lll1ise;:1 crimin.1I ill\e<,lig.lIion or nalional sccuril~. I he
agenl') shidl prmide ill \\riling It ... inillal dirr.:clil1ll 10 Ihl' ('(Impan). <.111) subsequent
c:\li.:nsioll. and <ln~ nOliliciltillll that Illlticl.." \\111 IlIl Innger impl."de \11' ctl1llpn1misc a
cnminal imesligaliollor nalionnl sl'curil) anti such \\rilings ,hall he conll'1I1pOnl1ll."lllISI)
logged 011 the Sa1111." reporting I"aeilil) thai conlains rccnrJs 01" nOlilicalion ... liled b) the
('om pan)

Aftcr Ihl' ('olllpan~ llil<; C(llllph.:leJ Ihl." proce... , Ill' llolll)lIlg 101\\ cnl(,recmcnt. Ihe
Compan) shall nOlif~ ils custome ...... of a hreach (11' tlll)SI.." l·U ... tlllllC ...... ' ('I) .J

I he ('OIllP~lll) ... l1nl1 mallliain n rl."cl1l'd. dCCll'llnlci.lll~ nr III SOIllr.: lllhcr manner. of an)
hreaehes disco\ ercd. nOlltil.:aliollS 1ll,It.l1.." 10 Ihe lTSSS and the IIJI. and noli ficati(lns llladc
III cuslomers. I hl' rl."l'ord shall include. if:l\ailablt:. dales nfdi ... l:\l\er) and 1ll1IitiCl.Ilil'll. a
lklailed description of lilt: CPNI lhal \\as Iht: suhjl.:ellll"the hrt::lch. and Ihe Cirellltl!'tnnees
oflhl." hrcach. rhc COmr<lll) shall reli-lin the record 1\.11' a minimum or::! )cars.

.1\ ... used in Ilus ....eclillll.:I ··hn.:adl·· h~ls occurrl."J \\hcn a pl.." ......llll. \\ilhout authori/ation or
cxceeding alilhori/.3tioll. has illlCnlionall~ gaincJ :leec"... hl. u'r.:J. or Jischl,eJ CPNI.

ComrJiancl' Ccrlificall'
An Ilniet:r. as;1ll agenll'1"tht.: ('0I11p<l1l). shall ,ign a t.:omplianee cel'lilic<lle on an annual
hasi ... slaling Ihat thl: llniccr has personal "no\\ It:dge Ihal the ('om pan) hilS \..·stablisheJ
operaling rmccdures that arc m.kqllah': 10 I.."n ... urc l'llmpliancc \\ ilh li.:dcral CI)NI
regulations. Ihe Compan) shall indmll." \\ ilh the ecrlilicati{'!l a ... lalCllll."lll cxplaining
ho\\ Ihe Company's operating pwcnlurc' enslIrl.." Ih.it il is llf i ... nol in clllllpli'lIlec \\ ilh Ihc
rule... in 1111 ... "'lIhpan. Addltionall). the ('omp'lll) ... hall include \\ Ilh lis c\..·nlfiealioll an
c,plan:llion Ilf nn~ actions ta"en again"'l data hrll"ers and il sUlllmar~ llf all eustlll1lCr
Clllllplainis rl."eel\lxl in Ihe pasl )c<.lr concerning Ihe unaulhnri/l."d rdl.."i.lsc nf (,P~l. I hr.:



Oneida Counl) Rural Telephone
("//\,,,m..r /'r"l'n."I.1I1- \."111 orJ. Ill/ormclfi,," ()/"l.'r<lf;".~ (./IIddml"l (", I.mr!lIn· ,
Ht'\lwll :! :!3 0'1

COl11ral1~ shall mah' Ihi:-. tiling allllll;dl~ \\ illl the Lnl"on.,:clllClll IlUI"I.."llI or th", HT Oil or
bdi.wc rvlan.:h I in I' B Docket No, 06 3(1. for dillil pCflaining 10 the pre\ iou.. caknJar
) C.lr.

"'nlice.' or '\'on·('nmpliance
rhe ("l11p'l11~ shall pc<" ide ", Ihe 1« ,,,illen n"tiee ,,"hin Ii'e hnsine" days "r an~

in:-.lilllCl.: \\hen: the 0rHllJl 1lh.::ch'lIli'iIIlS lin nol \\(11"1-.. prnpcrl). 10 sllI:h a (kgrcc thill
l:OnliUl11Crs' inahilil) tIl Opl-OUI is more Ihan all anomal). J hl' notin.: shall he in the Ii.mn
of a letter. ;lllJ \\ ill include the ("0I11p;1I1)· ... nal1H:. ;l dC!'lcriplion of the 0PHlut
mechanism(sl lI"cd. the prohkm(sl c\.pcricnccd. the n..:mcd) rmp4.'"cd JIlJ \\hen lhl,.'
Companj \\ill did implement II. \\hether the rclc\ilnt ~t~lll,.' l'll11lmissiotl(s) h..... Ocen
notilicd and \\h~lhl'r it ha~ ta"cll all~ aclion.•1 -':(lP~ of the notice pnl\ id~d to -':lI:-.lnll1~r:-..

and wntacI inlllrlll<ltinn. I he Cllmpi.ln~ I,hall pro\ id~ such notice l.'\C'1l if the COl11pall~

oni.:rs other Ilu:thnds h) whi-.:h conslll1l~r.s may 0Pl-OUL and (lnl) olle of those mcthods
\\-as afli.:ctcu.


